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‘Operation

Opening not allowed: Key not allowed in this d
Key updated (online)

Opening not allowed: Key not allowed in this d
Key updated (online)

Opening not allowed: Key not allowed in this d
Software Operator Open

Door opened: Online command

Opening not allowed: Key not allowed n this d

Opening not allowed: Key not allowed in this d

(Door) Main Ent:

RADINIUM ACCESS

Integration
for Milestone XProtect®

QUICK INSTALLATION GUIDE
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Legal Notice

The materials provided in this guide are for information purposes only and does not constitute a commitment from Radinium for any of the features or functions discussed
herein. Radinium assumes no responsibility or liability for the accuracy of the information presented, which is subject to change without notice. The Radinium Access -
SALTO integration and all other Radinium software or service names and slogans are registered trademarks of Radinium and all other registered trademarks are property of
their respective owners.

Disclaimer

Radinium Access - SALTO integration is provided by Radinium "as is" and "with all faults." Radinium makes no representations or warranties of any kind concerning the
safety, security, suitability, inaccuracies or other potentially harmful components of Radinium Access - SALTO integration . There are inherent dangers in the use of any
software and the user is solely responsible for determining whether Radinium Access - SALTO integration is compatible with their equipment and other software installed.
The user is solely responsible for the protection of their equipment and backup of their data. Radinium will not be liable for any damages suffered in connection with using,
modifying or distributing Radinium Access - SALTO integration .
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Overview Installing Reports

This guide provides quick installation instructions for Radinium Access - SALTO

for Milestone XProtect®. 1. Download from www.radinium.com.

Server/Client Plugin for the Milestone XProtect® Management Server
Client Plugin for any Milestone XProtect® Smart Client

All product requirements are listed to help guide you through the installation

process. 2. Run the Server/Client setup package on the Milestone XProtect®

Management Server.
An explanation is provided on how to obtain a 30-day Trial License and to 3. Do you want to install Radinium Access? Click ‘Yes'.
configure your server. 4. Installer will Extract.

5. Click ‘Next'.

This guide can be used by system integrators and administrators.

j‘ﬂ Radinium Access Setup — =
InStallatlon Prerequ]-SlteS 'ﬂdigtgg Welcome to the Radinium Access Setup

Wizard
- Milestone XProtect® Express+, Professional+, Expert or Corporate 2022 R3 to 2024 R1
*2023 R1/R2 NOT RECOMMENDED e Setn Wisard wil metal Radirim A
- ProAccess SPACE 6 Version 6.9.3.5 or higher recommended. m;pftef cn';?rmeilt Qgsmnﬁniénéfrga.ff;ffenxioﬂué Setup
- SALTO SHIP module. Wizard.
The Milestone XProtect® Access Module is NOT required.
SALTO Spaxx Connector module optional for Gantner integration. salto |
Windows LTSC, Windows 10 Pro, Windows 11, Server 2012 R2, Server 2016, gantner [\
Server 2019, Server 2022
Back Cancel
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6. Accept the terms in the License Agreement and click ‘Next’.

I%] Radinium Access Setup — =
End-User License Agreement _B -
Flease read the following license agreement carefully L~ .. B
A

End-user License Agreement

If you are a partner, systems integrator or are otherwise installing this
Plugin on Milestone ¥Protect® on behalf of a third party, you shall
ensure that you have their acceptance of this End-user License
Agreement and their consent to provide end-user personal data for
registration with the Radinium Licensing Portal, if such voluntary option
is applied.

This End-user License Agreement ("EULA) is a legally binding
agreement between vou (either an individual or a sinale leqal entity) and v

accept the terms in the License Agreement

L

Print Back Cancel

8. If not, click on ‘Advanced’ to find the Milestone XProtect® Database

Instance.

9.

Select Computer

Select this object type:

‘Camputer

From this location:
WORKGROUFP |

Enter the object name to select (examples):

ﬂdv%ced... QK

| Object Types...

o]
o
2]
[+
m

Locations. ..

]

Cancel

Quick installation guide - 2.5.1.7

jﬁl Radinium Access Setup - x
Radinium Access repository -B—":
Select the database server location. L~ u e

Flease select the database server from the drop-down list below. Alternatively, you can
also spedfy it by typing it as "hostnameljnstance” (e.g. myservermyinstance) or
"hostname:port” (e.g. myserver: 1833).

e | Browse [ -

Database Instance:
| (local)

Back Mext Cancel

7. Select the Milestone XProtect® Database Instance. Click ‘Browse’ if an
external SQL server is used. (if the Milestone SQL database is on the local
machine, just press ‘Next’.

Double Click on the SQL instance or computer. ‘SQL is just an example as a
separate SQL server on the domain or Workgroup.

Select Computer X

Select this object type:
[Computer ] | Obiect Types.

From this location:
WORKGROUP ] | Locations

Common Gueries

Starts wih

Starts wih

Search results

Name In Folder

Searching
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10. Press ‘Next’. 11. SQL Database login details, click ‘Test Connection’ and ‘Next’ if connection
successful. If the test fails, please check if the SQL TCP Pipe is enabled in the

15 Radinium Access Setup - it . . . .
fadin . - SQL Server Configuration Manager under SQL Server Network Configuration. Also
inium Access reposicory S . .
select the database server location. y’ _.? Bl | right click on the enabled TCP/IP Protocol name and make sure that the TCP
- Dynamic Ports are set at 1433. Restart the SQL Service for settings to take
P:ease se_lect ng dat_aba_se sn=:1r1ver from ﬁ1e drop-::lo'.v\'n list below. Alb;rnatively, you can effect
Socmaneport: (3 myeer gy T (e miservermynstEnce) o O Radinium Access Setup - X
Database Creation Credentials  py

Database Instance: Enter credentials to create the database. ". . — e
| DESKTOP-1SAI3IS v| Browse ... o

This installation will create a backend database in the database instance
'DESKTOP-1SAI318", The user supplied here will be used to create it.
Database Credentials:

(®) Windows Authentication (uses the account with which you are currently logged in with)
(0 50QL Authentication

Login: |enter a name

Password: [eesse

Test Connection v

Back Mext Cancel

12. Click ‘Next’ by leaving the default Destination.

Back MNext Cancel
4% Radinium Access Setup - *
Destination Folder _!'.‘l "
Click Next to install to the default folder or dick Change to choose another. % H ‘ ’ H :
s W o— 13. Click ‘Install’ to continue. 48 Radinium Access Setup - x
e e
. - A =
Install Radinium Access to: Ready to install Radinium % L.
|C: \Program Files\Milestone', Click Install to begin the installation. Click Back to review or change any of your

installation settings. Click Cancel to exit the wizard.
Change...

Back Cancel

Back Install Canicel
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14. Click ‘Finish’.

ﬁ Radinium Access Setup

radinium

ACCESS
Wizard

salto /

gantner [

Completed the Radinium Access Setup

Click the Finish button to exit the Setup Wizard.

Cancel

Quick installation guide - 2.5.1.7

Configuration

Open the Milestone XProtect® Management Client.
Go to MIP Plugins.

Click ‘Radinium Access’.

The ‘About’ screen will appear.

Site Navigation

~ 1 X

<

(=3 Remote Connect Services
[ Axis One-click Camera Connection
=[] servers
1) Recording Servers
#] Failover Servers
0 Mobile Servers
(552 Devices
=B Cameras
& Microphones
@ Speskers
B Metadata
oo Input
) Output
=3 Client
B Smart Wall
B3 View Groups
£2 Smart Client Profiles
§2 Management Client Profiles
B3 Matrix
-5 Rules and Events
[B) Rules
() Time Profiles
Notification Profiles
R User-defined Events
® Analytics Events
R Generic Events
&% Webhooks
el Security
P Roles
& Basic Users
=@ System Dashboard
[ Current Tasks
@ System Monitor
T2 System Monitor Thresholds
Evidence Lock
[ Configuration Reports

&, Metadata Search
[Be Access Control
83 Incidents
123 Incident properties
=B, Transact
[5}) Transaction sources
Transaction definitions
& Marms
=% MIP Plug-ins
-G [Radinium Access
[ Locks

~

Radinium Access

About  Licensing ~ Server Settings | Lock Selection | Cardholders

radinium
ACCESS

The Pawerto Secure

salto

gantner [\/

Version 25.1.7
Copyright 2016-2024 Radinium (Pty) Ltd

www.radinium.com

The details set out below constiue the User Agreement beteen yourself and Radinium (Pty) Ltd. The tems set out below are the tems,
youthe User, aqree to on each and every occasion that you access and make use of the infomation or services provided by Radinium (Pty) Lid
‘onor with this software and/or with any interface. In the event that you disagree with or are not prepared o accede to any of the following temns.
you are respectiully requested not to continue to venture furtherto use this software plugin. Your futher contining use of the Radinium (Pty) Ltd
plugin o device is deemed to consttute an imevocable acceptance by you of allof the terms contained inthis agreement

Radinium Access is provided by Radinium (Pty) Ltd "as is" and "with fauks". Radinium (Pty) Lid makes no representations or
warrarties of any kind conceming the safety, sutabilty, lack of viuses, inaccuracies, typographical erors, or hamrful companents
of Radinium Access or any by produ

‘There might be inherent dangers inthe use of any software. and you are solely responsible for detemining whether Radinium Access
s compatible with your equipment and other software installed on your squipment. You are also solely responsible for the pratection
of your equipmert and backup of your data. and Radinium (Pty) Lid will not be liable for any damages you may suffer in connection
with using, modfying, or distrbuting Radinium Access. Further detais can be found in our End-user Agreement

Site Navigation
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Obtalnlng a 30-day Trla]. License Once logged in, click ‘Add Site’ and enter your Site Name.

Go to www.radinium.com.
Click on ‘Portal’ on the top menu.

Products ~  About J\]jl jo

If you do not have your login credentials, register an account.

Copy your generated Site Key onto your clipboard by clicking ‘Copy’ or

‘Copy/select’
radinium Py. '
V&A Waterfront ( Site Key: 4129efbb-5669-4388-b31c-538df5db95fc ) o B0 o Bo @o Do Go Vi v
Test ( Site Key: 7f7bd5ad-ccB8-45ea-8bad-97bfafce45¢ch ) b0 B0 ©2 B0 ®o 91 C1 Vi v
Please login to access your account
Hyprop - Canal Walk ( Site Key: cb669ce3-e294-41b4-aa17-abc82cdce757 ) b0 B0 ®o Bo ®o Do Co v v
Office ( Site Key: 5f9eae87-¢172-491e-8600-449109a9439%a ) b0 B0 ©o Bo @0 Yo Co Vi v

Go back to the Milestone XProtect® Management Client and MIP Plug-ins,
Radinium Access -> ‘Licensing’ tab.

Copy your generated Site Key onto your clipboard by clicking ‘Copy’ or Copy the Site Key inside the Site Key box and click ‘Save.’

‘Copy/select’.
You will then see an unlicensed key.

Click ‘Retrieve License (Online)’ if you are connected to the Internet. It will
retrieve a License with a 30-day grace period, up to 10 000 locks, linked with
your Milestone XProtect® SLC and Server ID.
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If you do not have internet onsite or our online service might be offline, go to To check your Registered Trial License, go back to the Portal and click on the
the Offline License Request section in this document. down arrow, which will show your Site License linked with your SLC.

Radinium Access

About  Licensing  Server Settings Lock Selection Cardholders

N .
Stekey: | NP | Save Test ( Site Key: 7i7bd5ad-ccB8-45ea-8bad-97bfafced5ch ) b0 B0 G2 Go ®o 91 ¢ / ~
Licensed

(Scftware) RTINS - 125 Licences total

Upload offline license request

Product Type Serial number / SLC Panel Number

Unlicensed

BFEBFBFF000306C3:American Megatrends
Inc.V4.10To be filled by
0.E.M.20150811000000.000000+000ALASKA
- 1072009:MSIBase BoardTo be filled by

SALTO (TRIAL) 0.EM. N/A

Workflow (ACTIVE) MOQ1-C01-132-02-6C4276 N/A

Retrieve Licences (Oriine) Save Licence Request (Offine) Workfiow (TRIAL) MO1.C01.202-02-6C4202 WA
orktiow - - -0 2-

Load Licences File

MO01-C01-202-02-6C4202_85230277-
Reports (TRIAL) e90c-4295-97c6-622da0293f58 N/A

Offline license request

Instead of retrieving your license online, you can Save License Request (Offline)
in the Milestone XProtect® Management Client in a .Irc file.

Take that file, go to your Portal and upload the Offline License Request. It will
generate a .lic file, which you can then upload in the Milestone XProtect®
Management Client Radinium Access Licensing tab by clicking on Load License
File.
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Server Settings

Click ‘Server Settings’.

Type in the ‘Salto SHIP Server Hosthame’ (Server name) or IP address. *Use
IP address for best practice, unless it is on the same server.

Type in the ‘Salto SHIP Server TCP/IP Port’. Find it by opening the ProAccess
Space Configurator. Under Service Port Tab, SALTO, ex. 8100.

Choose the communication protocol. If you choose HTTPS (Encrypted) or
HTTP*, a SHIP Key is required. This can be found under General Options ->
SHIP tab enable HTTPS and type in a Key to correspond. Also it is required to
enable HTTPS on the ProAccess Space Configurator, and Self Assign the Key
for encryption.

Back to the Milestone XProtect® Management Client, click ‘Test SHIP
connection and save settings’. If successful connection is indicated, continue
to the next step.

The ‘Engine (DataSource)’ will display the same DB name selected during
installation and the Catalogue name ‘RadiniumAccess’ will display. If
Windows Authentication is used to access SQL, ‘Username’ and ‘Password’
can be left blank. If a SQL Authentication was chosen during SQL install, the
‘Username’ and ‘Password’ will be required. Click ‘Test database connection
and save settings’. If successful connection is indicated, continue to
‘Licensing’.

*SALTO version 6.2.2.1 or higher required for HTTPS Encryption
support. Or use STP or HTTP.

Quick installation guide - 2.5.1.7

Radinium Access
‘M About Licensing Server Settings  Lock Selection Cardholders

SHIP settings
Salto SHIP Server Hostname

ProAccess Space Configurator

g
S

ERVICE PROPERTIES SERVICE PORTS DATABASE ADVANCED

Service location

|Iocalhu:ust

Salto SHIP Server TCP/IP Port

8100

Communications pratocol  Salto SHIP Key

HTTPS (Encrypted) ~ | XProtect!

Test SHIP connection and save settings

Milestone database server settings
SQL Login Usemame (if using Windows login, leave blank):

Password (I using Windows login, leave blank):

Engine (DataSource): Catalogue:
|I0calhust | |F~IadiniumAx:cess
Test Connection Communication successful!

Test database connection and save settings

Computer name: MILESTONE

[] use full computer name

TCP/IP Port: 8099 3 VERIFY
Enable TCP/IP ports for web application

SALTO authentication 81003 VERIFY

WebSocket Port: 81025

Use HTTPS D5042F21CBFAZ279B80FAD7370F49C48BBFACF32ZE

<0=SALTO Systems S L. (selfsigned), CN=MILESTONE= <D 504..F32E> -

https//MILESTONE:8100/ProAccessSpace/ SELF-SIGNED

Details for peripheral communication

@ UDP Port range: 5000 = 10000

() uopPPort: =

D CLOSE

O a

SALTO

o milestone:

150 irooaccess

Access points ~  Cardholders ~  Keys ~  Monitoring +  Hotel +  Tools v System ~

L+ General options

Enabl [m]=E

O] Limit communications to ane server HOST server (SHIP) Number of connections

TCPAPport  Timeout fsec)
Transport Protocol B =
)STP
TCPAP port

@®HTTP

Authentication
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Select Locks you want in Milestone XProtect©

| About | Licensing | Server Settings | Lock Selection |Cardho|ders |

Search Locks
Lock Selection | |
Unselected Selected 57 /100
Go to ‘Lock Selection’. Add the locks you want to be used in Milestone A
XProtect® according to the total licensed quantity available, e.g. 57 / bl Sl
100. 57 Locks selected out of an available 100. s =
1.".l'esi:loat:iing ouT

Control Room Doar 2
Gate 2a (Entry) Mercedes

Note: If you have more locks selected, than licenced, Goe 10 £ s Lve
the integration will stop working until you have Gt 53 (o) N

(Gate Bd (BExit) Mezzanine

Gate 2c (Entry) Mencedes

Gate Spare 4

unselected the overrun of locks. Gate 30 [ty Mezanin
(Gate 2 (Edt) Mercedes
Gate 2e (Exit) Mercedes
East Tower Lift Lobby
Control Room Gate 2a
(Gate Spare 1 e

Add =
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File Edit View Action Tools Help

Configure your Radinium Access &z

= MS-(1233)
= () Basics

[&] License Information
Cardholders ] Site frmation Cardholders

=8 f‘e":"‘e Connect Services Search for cardholders to view, add or delete a picture of the cardholder. The cardholder picture is used in the XProtect Smart Cliert
55 Axis One-click Camera Connection when an access cortrol event has been registered

=[] Senvers Search: | | Cardholder i de eion, vivin
g} Recording Servers

‘ ’ . . #] Failover Servers e e ~
Go to ‘Cardholders’. All SALTO Cardholders/Users will be retrieved 0 et Severs M [ “ossspan |

i Virs D Kok, Jeanrie
T Devices i De Koker, Alex

automatically and maintained. Restart or refresh the Milestone = Comerss Vs e Lang, Juanca

& Microphones Irs De Leeuw, Manyna
Iir de Meillon, Vivian

XProtect® Management Client if there were changes made on the $ oo el o) G
SALTO system. Lo Ve e e e

W Mr De Wet, Ruan

[ About | Licensing | Server Settings | Lock Selection | Cardholders |

=E3 Client Mrs Dekeda, Nontyatyambo
B snart vl et e
) . . . B3 view Grc.ups Wir Doda, Siyabonga
Select a user and add a picture/photo with contact information as £ st Cler Profles e Doman Lan Deparinert
2 Management Client Profiles 2
ired o et e 1L ‘
required. - :
a P Fuden and S iyt [-27eaneizes \
[ Rules s Duate, Nicolau Descrption
Time Profiles Wr Dubois Resources United, Christopher
4 Nefification Frofiles Mrs Dumzela, Nowelile CEO
H H H H H H : MRS Dunjwa, Nancy
This will be displayed in the Milestone XProtect® Smart Client. R Userdefned Eve Vi Do, s
® Analytics Events Mrs Ebrahim, Layeeka
R, Generic Events L= i =
= o senrty

T4 Roles

£ BasicUsers
=) System Dashboard

[] Current Tasks

Take note: Cardholders will not be retrieved if the o

£ Evidence Lock

license is not valid. o 5 oo

[Es Access Control
=, Transact
[EY] Transaction sources
Transzction definitions
& Alarms
=35 MIF Plug-ins
=G |Redinium Access
[l Locks
& Lockdown Zones
Evacuation Zones
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File Edit View Action Tools Help

Locks (Doors/Rooms/Lockers)

H9 o=

ite Navigation ~ 1 SALTO Information

EHgh MS- (12.33) = [ Locks

= {71 Basics E E:::: x::z:x:tﬂg Name: Conttrol Room Gate 20
Go to ‘Locks’ on the tree menu. All SALTO doors will be retrieved Sé‘i‘?ZT:.Z!L':.i!’:""" 8 com oo
. o , 1 Remote Comect Sevies e ManagemeniRight

automatically and maintained, depending on the number of Locks _fmgs.._j,msowickcm Comecion B oot et e ] ST
licenses you have and selected. ) i e ﬁéiggg‘”} e

A warning message will appear if you do not have enough licenses.
Those locks over the licensed number will only be active during the 30-
day Trial Period.

Select a lock and assign up to 2 cameras per door.

Add a map for each lock.
Maps can be pre-loaded within the Milestone XProtect® Smart Client.
Door icons can also be dragged-and-dropped on the map within the

Milestone XProtect® Smart Client.

Take note: Locks will not be retrieved if the
license is not valid.

Quick installation guide - 2.5.1.7

] Failover Servers
1) Mobile Servers
= &P Devices
T Camerss
# Microphones
@ Speskers
& Metadsts
oo Input
§/ Output
=53 Client
Smart \all
B3 View Groups
£2 Smart Client Profiles
£ Management Client Profiles
Matrix
= [ Rules and Events
[E] Rules
Time Profiles
[ Netification Profiles
R User-defined Events
¥ Analytics Events
B Generic Events
=effl Security
% Roles
8 Basic Users
=@ System Dashboard
[] Current Tasks
@ System Monitor
¢ System Monitor Thresholds
£ Evidence Lock
[¥ Configuration Reports
[ Server Logs
[Fe Access Contral
= L, Transact
[]] Transaction sources
Transaction definitions
& Alarms
= %} MIP Plug-ins
= G Radinium Access
[ Locks
& Lockdown Zones
& Evacuation Zones

[@ Control Room Gate 2b
[@ Control Room Manager 2
[@ Cyanetic Stoor

[@ Esst Tower Lift

[@ Esast Tower Lift Lobby

[@ Esst Tower Lobby Entry
[@ Gate 12 (Entry) Ratanga
@ Gate 1b (Exit) Ratenga
[@ Gate 2z (Entry) Mercedes
[@ Gate 2b (Entry) Mercedes
[@ Gate 2c (Entry) Mercedes
[@ Gate 2d (Exit) Mercedes
[@ Gate 2e (Exit) Mercedes
[@ Gate 2f (Exi) Mercedes
[@ Gate 33 (Entry) Mezzanin
[@ Gate 3b (Entry) Mezzanin
[@ Gate 3c (Exit) Mezzanine
[ Gate 3d (Exit) Mezzanine
@ Gate 43 & 4b Lions Bridg
[@ Gate 5a (Entry) Mezzanin
[@ Gate 5b (Entry) Mezzanin
[@ Gate 5¢ (Exit) Mezzanine
[@ Gate 5d (Exit) Mezzanine
[@ Gate 5= (Entry) Shell

[@ Gate 5b (Entry) Shell

[@ Gate Sc (Exit) Shell

[@ Gate 5d (Exit) Shell

[@ Gate 7 (Entry) Steel Bri
[@ Gate 83 (Entry) Stesl Br
[ Gate 8b (Exit) Steel Bri
[ Gate 9 (Exit) Steel Brid
[@ Gate 10 (Entry) Bus Lane
@ Gate 11 (Exit) Bus lane
[@ Gate Shell Exit lane

[ Gate Spare 1

[B Gate Spare 2

@ Gate Spare 3

@ Gate Spare 4

@ Gate Spare 5

[@ Gate Steel bridge lower
[@ Holding cells

[@ Parking Office Gate

[@ Server Room

[@ West Tower Lift

[@ West Tower Lift Lobby
[@ \West Tower Lobby Entry
[ Westioading IN

‘CN‘.’\LBSLU L_Back Passage_Cortrol F + |
Map

[lower_level_junc15_20150625152741 v |
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Support:

If you experience any difficulties, please contact us at support@radinium.com.
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